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MVC Framework – Guidelines
SCOPE
This document covers the patterns and practices followed by HyperTrends LLC for developing MVC applications using the .NET Framework. The guidelines presented in this document are after development of 3 large-scale applications and should be followed to avoid potential performance, security, scalability issues that you may encounter otherwise.
USAGE GUIDELINES
To accommodate for maximum productivity, we have identified some of the most commonly used scenarios in web application development. We also rely on MvcContrib dll’s for many of the things we do. However, many of the items also require the additional HyperTrends dll’s which are free to use and distribute.
This document is categorized into multiple sections with each section focusing on the various aspects of the web application.
BASIC ARCHITECTURE PRINCIPLES
This section addresses the key architectural tenets to be used in an ASP.NET MVC application.
Use Dependency Injection/IoC for large-scale sites
Dependency Injection allows us to separate the implementation from the definition. The use of a dependency injection utility is highly recommended. MvcContrib provides us with direct dependency injection ready controller builders that can be used in the application. HyperTrends has had success with the Unity framework. However, recent reports on speed and the lack of updates on the Unity block code have prompted the use of StructureMap for Dependency injection.
1. http://weblogs.asp.net/shijuvarghese/archive/2008/10/10/asp-net-mvc-tip-dependency-injection-with-structuremap.aspx
Use Repository Pattern
Using Repository pattern makes it easy to perform database related operations from the Service layer.
Use ELMAH for Exception Logging
ELMAH is an exception handling and logging utility that can log exceptions in an ASP.NET MVC application using text files, databases and emails. The logs can also be viewed remotely via a browser (via a configuration setting). This feature allows the site admins and operations personnel to track and identify errors real-time. Since ELMAH is configuration driven and uses attributes (reflection) to function, almost no additional coding is required to perform the task of exception handling.
Use View Models
View Models allow programmers to create properties for all the elements that need to be displayed on a view. The view models contain all the properties that are required to display a view. These properties are usually an aggregation of a bunch of Linq-to-Sql/EF entities (or hand-coded POCO models). View model offers an advantage of making views strongly typed thereby making it easier for GET/POST scenarios.
PubSub Model
Controllers can get very heavy on certain pages. It is important to use service bus patterns (handful ready-made solutions for MVC) to do publisher-subscriber scenarios. This ensures that important business logic stays in the service classes and the controller’s only job is to obtain data and display it. A couple of interesting service bus patterns with MVC are discussed in the MVCContribs.
CODING GUIDELINES
The following are the various coding guidelines wherever applicable.
Use Constants for View Names etc
Use constants for the following:
· View Names
· Action Names
· Controller Names
· Session Key Names
· Area Names
· View Data Key Names
· Temp Data Key Names
Using constants introduces a single point of change and also helps in reusability.
Here is an example:
[image: ]
Listing 1 - Use ActionNames constant
Using Filters/Attributes
Use action filters wherever possible. Action Filters like Session Expire Action Filter attribute, Authorize attribute etc. ensure that only core logic for executing the action lies in the Action method declaration. The MVCContrib also has a couple of interesting action filters like Regular Expression Action filter, Predicate Action Filter etc that can be useful in scenarios.
Here are some recommended reading links for Action Filters:
1. http://mvcactionfilter.codeplex.com/
Use Async Controllers for long running operations
Using Async controllers for long running operations allows the site to be scalable as it frees the ASP.NET Worker process to address to other requests. This is extremely important for sites that need scalability.
1. http://weblogs.asp.net/adamgreene/archive/2009/04/03/asp-net-async-controllers-rock.aspx
2. http://msdn.microsoft.com/en-us/library/ee728598%28VS.100%29.aspx
Use Anti-Forgery Techniques
Wherever possible, use Anti-Forgery techniques and Anti XSS libraries to prevent sites from being hacked. Common scenarios are explained here:
1. http://weblogs.asp.net/dixin/archive/2010/05/22/anti-forgery-request-recipes-for-asp-net-mvc-and-ajax.aspx





HTML/FRONT END GUIDELINES
The following section identifies the Front-End/HTML Usage guidelines.
jQuery
Use jQuery wherever possible. jQuery also offers templates which can be used to re-create partial views, although $.get and $.post are more than sufficient for the same. The following jQuery libraries are used extensively by HyperTrends LLC as a part of its web application development process:
· Eric Martin’s SimpleModal – The best modal popup jQuery library available for use.
· JQuery UI – For UI related stuff like Calendar controls, tree controls, tabs, drag and drop etc.
· jQuery Highlight Fade – For instant notifications of added rows etc
Use Html Helpers for Includes
Developers often need to write both Javascript includes and CSS includes on ASPX pages. Many resort to writing the code similar to the snippets as shown below:
    <script type="text/javascript" src="<%= Url.Content("~/Scripts/jquery-ui-1.8.2.custom.min.js") %>"></script>
Listing 2 - Traditional Approach for Includes
However, with the advent of MvcContrib, using the assemblies for MvcContrib.IncludeHandling, the process of writing such includes has been greatly simplified. The following snippets of code show the recommended approach towards using includes.
<% Html.IncludeJs("~/content/js/lib/prototype.js");%>
<% Html.IncludeJs("~/content/js/lib/scriptaculous/scriptaculous.js");%>
Listing 3 - Include for Javascript
<% Html.IncludeCss("~/content/css/Stylesheet1.css"); %>
<% Html.IncludeCss("~/content/css/Stylesheet2.css"); %>
Listing 4 - Include for CSS
Use Server-side paging to display large record-sets
When displaying large record-sets, Server-side paging should be used. HyperTrends uses its own Paging extensions, however the MvcContrib extensions would also suffice.
Use Anti-XSS Encoder
Many times, the HTML Encode isn’t safe enough from XSS attacks. Microsoft has a library called the AntiXss which can be found under Microsoft.Security.Application. It is advisable to use the Anti XSS library to parse and display data. The following are the HTML Helper methods:
public static class XSSHelper {
        public static string AntiXssEncode(this HtmlHelper helper, string input) {
            return AntiXss.HtmlEncode(input);
        }
        public static string Sanitize(this HtmlHelper helper, string input) {
            return AntiXss.GetSafeHtml(input);
        }
        /// <summary>
        /// Encodes Javascript
        /// </summary>
        public static string EncodeJavascript(this HtmlHelper helper, string input) {
            return AntiXss.JavaScriptEncode(input);
        }
    }
Listing 5 - Anti XSS Html Helper
Use Resource files for Page Titles and messages
Using resource files for Page titles and messages etc. ensures that Globalization and Localization can be taken care of easily (if needed in the future). Here are some good blog posts explaining the usage of resource files in ASP.NET MVC:
1. http://adamyan.blogspot.com/2010/02/aspnet-mvc-2-localization-complete.html
2. http://haacked.com/archive/2009/12/07/localizing-aspnetmvc-validation.aspx
Other Resources
1. http://videos.visitmix.com/MIX09/T44F
2. http://weblogs.asp.net/rashid/archive/2009/04/01/asp-net-mvc-best-practices-part-1.aspx
3. http://weblogs.asp.net/rashid/archive/2009/04/03/asp-net-mvc-best-practices-part-2.aspx
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